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Cyber attacks on loT devices

Access to loT

Direct/ Indirect

~
Capabilities R ) Conneciity g
PrOX|m|ty
Motivation .
Adversary loT Device
Embedded Network Actual Critical
Features Features Targets Service
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Example of an attack and Investigative queries

Automated Tank Gauges (ATGs) are used to monitor fuel tank inventory levels and raise alarms (e.qg., fuel
spill). ATGs can be controlled remotely and monitored.

In 2015 Trend Micro demonstrated that an adversary can remotely prevent the use of the fuel tank by
changing its access settings, simulating false conditions or triggering a manual shutdown

» Who is responsible for the service disruption? » Who is accountable for assessing the
cybersecurity and cyber resilience risks within
» Who is accountable for the loss of revenue and the business case, PO and supplier contracts ?

other cascading harmful impacts?
» Who can be penalised if the due diligence on

» Where is the evidence and is it legally valid? potential service disruptions was not done?
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What is the problem in managing these risks?

A typical Example of NCSC guideline from NCSC Capability
Assessment Framework
D1. Principle- Response and Recovery planning

Requirement: Ensure You have an up-to-date incident
response plan that is grounded in a thorough risk
assessment that takes account of your

essential function and covers a range of incident scenarios.

Achieved when: The incident response plan is based on a
clear understanding of the security risks to the networks and
information systems supporting your essential function.

A typical example of a council procurement contract may
call for the vendor to comply with:

Cyber Essentials / Plus  Surveillance Camera Code of

1SO27001 Practice

PCI DSS W3C Web Content Accessibility
ID Assurance Standards

Framework Data Security & Protection Toolkit

and may state that “contractors, at their own cost, to
conform to the relevant identified standard described,
within 12 months of the contract commencement date”

Council officers need to translate the guideline into concrete requirements, assessment questions and easy to

evaluate that confirms to industry standards which is simple to implement and reduces their effort.




We need to understand which Standards and Guidelines are applicable

PD 8100

Heow to move from traditional planning to smart city planning

Industrial Strategy

| Gircular Cities

Role of community
»  How to get Engagement/participation
»  Understand needs, city ehallenges, well-being, etc.

+  Citizen in contrel

g Consider legalistic approach to planning Rapid *’-‘}"-SUh:"tim
[ R Core Cities
Py Vision & Purpose _
o 8 g Defined by Senior Management ] in consultation with | People I ROI .
ﬁ B = PAS 184 Efficiencies &
& § % - Resilipnce City limit  Business cas Make'it easy for Gities to get funding 2
w ~ i . 3
2 of control ESPRESSO maturity tool s
- 8 87 Strategy Smart City/Operational Strategy ty 3
4l = /A IS0 37153 2
& g
// | ity concept model information | PAS 181150 37106 1SO 37151 oy § E
Consider Finarce Metrics Assessing what you Jlave and what ‘g g
IEC systems L PD 8101 you could have @
approach Planning 71— _pmart City Planning BIM £
market relations future Planning proc aries 150 37154 =
work to inform strategy 1SO 37120f Real-ti _ EG‘:E{Y T{;::f:rt e’——_’ ig g;ig; Cohgtant measufement E
E ISO-‘!IEC Indicators Dig:ar:“c T T . j"‘-'—r__ — - 8
: — e i CITY KEYS Infrastructure Projects & Services _H Commissioning |=//
@ E \.Eul?dzrr‘il\foel:g%aﬂgs i clourargse;‘::lsﬂegssbrﬁ:ﬂoke PAS IS:T- data sharing & IT PASerlglq_nance
= wou think about
[ data Manitor and anal . .
5 & JINSPIRE e e
ISO/IE ! 0145 | (d ififrastructure e.g. circular, leasing, joint procurement
PAS 182 reference arch re Data .
ISO/IEC[30182 Yrban Io 1SO 37156 Consequences
Data concapt model (to Data exch
compare data usefully) PAS 212 exchange
Hypercat

bsi.

e——

Urban Platforms (data sharing)

International work means standards
must be compatible with other cultures

There’s a well known saying
about a tourist who asks one
of the locals for directions.
The local replies:

“Well sir, if | were you, |
wouldn’t start from here”

02/10/2020

S



SR-CAT solution

» Describe a framework to create 10 steps of cyber

Identify Current o . . el L -
) and Future Risk 0, resilience of smart services that sits within the
& +© Scenarios eq,}.‘?%,- .
< Y, e procurement framework of loT based smart services.

» Demonstrate a self-assessment tool for suppliers to
meet the requirements set within the 10 steps of
cyber resilience.

» Explain the mechanism to take manual decisions to
understand and assess business risks against the
cyber resilience gaps

4, f:,é /L.
0“;%: oy Ecosystem o e‘;\\"z
Yo Readiness for 5 . Cpeys .
Failure Scenarios » Manage and enhance supplier capabilities right from

pilot stage
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How does SR-CAT really help me?

Resolution

e Do | protect e SR-CAT provides
myself from legal the cyber-risk
and financial risk assessment
exposure that | within
am implicitly procurement to
signing off in the help minimize
business case / and manage the
PO / contract? risk exposure

N J \ J

Resolution

What if the e SR-CAT provides

supplier thinks it is you the
not their opportunity to
responsibility to create
carry out the accountability for
assessments? the risks

_J

e How do | know
what to assess for
cyber-resilience?

e As a procurement
officer | do not
have the time to
carry out lengthy
assessments
which could be
inconsistent with
vendors and
boroughs

Resolution

e SR-CAT provides an
easy to use simple
tool mapped to
NCSC guidelines

Resolution

e SR-CAT
automates
requirements and
assessment
reports for
decision making
consistently for
all vendors and
boroughs

SR-
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SR-CAT Core Toolsets

e o Vendor 3 Performance
Pre-Qualification Self-Assessment Management

A. B.
Configuration Qualify

v' Services Supplier v" Actions to

information

Reports and

v' Supplier
responses

Select

requirements Trends

bridge gaps

v" Risk
Classification Decision to
proceed

Decision to
proceed

v Benchmark

v' Gap analysis

Generate
Assessment

¥ ¥ ¥ ¥ ¥ ¥
e O e
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A. Configuration

Setup { » Determine criticality of services e= Service Design

e Specify multiplicative risks, _
Assign environment risk factors, = Guidance from SR-CAT
regulatory compliance needs

, N

e Analyze disruption effects and
Analyze < arrive at resilience risks &= & SR-CAT calculator
N~
/‘
. e Classify risk category for the service SR-CAT decision engine
CIaSSIfy 3 and calculate risk tolerance level &
N~
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B. Qualify

Review

Analyse Gaps Actions Decision
Responses

SR-CAT

Appraisal
Report

Acceptance criteria from SR-CAT with manual override
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C. Requirements

SR-CAT generates the assessment sheet with questions based on the risk
category of the service and type of assessment

Assessment questions can be manually added through configuration

SR-CAT generates cyber-resilience requirements to be added in the
Tender / RFP

A link to self-assessment questionnaire will be added for the supplier to
review and respond

-

@

SR-CAT Self-
Assessment

(€

(@

SR-CAT
requirements
in
Tender/RFP
G )
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D. Evaluation

10 Steps to cyber-resilience

Identify Current and Future Risk Scenarios

[}
=]
©
2 . -
S Organise for Resilience and Setup Governance
L
Strengthen Investment Efficiency and Capacity
Prioritise Risks for Business Critical Functions
: oge
ft" Increase Infrastructure Resilience
Ecosystem Readiness for Failure Scenarios
§ Effective Disaster Response
e}
(8]
= Expedite Recovery
= Learn Lessons
(o
(g%}
©
<

Build Better and Improve Continuously

Gaps

SR-CAT Self-

Assessment
Report

Review Gaps Mapped
Business risks for the
services
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. Performance Management Toolset

: b ; e
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E. Capabilities

Agree mitigation
actions and Quality
score

Benchmark
Service
Capabilities

10. Build Better and
Improve
Continuously

9. Learn Lessons

8. Expedite Recovery

7. Effective Disaste
Resposne

Make Decision Benchmark
m— p— Supplier —
for PO e
Capabilities
and Future
Scenarios

2. Organize for
Resilience and Set-
up Governance

3. Strengthen
investment
efficiency and...

4. Prioritize risks for
Business Critical
Functions

. Increase
Infrastructure
Resilience

6. Ecosystem
Readiness for failure

-

(@

a

SR-CAT
Service
Capabilities

(@

a

SR-CAT
Supplier
Capabilities

(@

d

SR-CAT
PO criteria
Evaluation

SR-
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F. Improvements

Service risk
Reduction Trend analysis
plan

SR-CAT Recommends
actions for
improvement

SR-CAT
Capability

Enhancement
Roadmap

AN
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SR-CAT builds an industry standard mechanism

Framework

Service

> Standard service definitions

» Translation of NCSC guidelines into an approved
method to assess cyber resilience risks using
standard controls

» Standardised way to appraise risk of activities
(internal and supplier) consistent across the city

» Roles and Responsibilities i.e. what you need to do
and what supplier needs to do

» A mechanism to upgrade supplier capabilities in a
standard manner within procurement process right
from pilot stage

» Incorporate a smart mechanism to demand cyber
resilience measures within procurement process

» Take manual decisions to understand and assess
business risks against the cyber resilience gaps

» Implement Risk Assessment method based on the
framework

» Risk Catalogue based on criticality of services

» Demonstrate a self-assessment tool for suppliers to
meet the requirements set within the 10 steps of
cyber resilience.

» Guide, manage and enhance supplier capabilities
right from pilot stage

SR-" 02/10/2020 -9'- "
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SR-CAT Procurement Assurance Cuts through complexity

Input Service specific
parameters for
procurement

|dentify
proportionate

controls for the
requirements

Review gap analysis
reports mapped to
operational risks and
liabilities

Service / Ops Manager

Extract risk-based 10
steps to cyber
resilience

Self-assess controls
against the cyber
resilience
requirements

Take manual
informed decisions
on acceptability

Insert into
procurement and
contract management
process

Select customized
requirements for
security and resilience

Verify the Submit results to
assessment results Procurement /
and evidence Contract manager

Create a capability
upgrade plan to
reduce operational
risks

Baseline supplier
capability and
performance

Inputs, Guidance and Oversight by loT consultants, Service Designers and Experts in each local authority

: 02/10/2020 SF 25
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SR-CAT Features

26

SR-CAT  Existing assessment tools
Risk based resilience assessment for smart services v X
10 achievable cyber-resilience steps for procurement framework 4 X
Gap analysis mapped to business risks v X
Prioritised appropriate and proportionate cyber resilience v
recommendations X
Creates an Industry agreed framework in absence of agreed v X
standards and regulations
Guidance for assessments for non-technical audience v v
Based on multiple international standards v v
SR- : 02/10/2020



Market Validation

Incorporated in MVP

* Assessment specific to the business service Qﬁ% gggapigl %ﬁfrre Uf am CATA%!;H

*  Flag compliance needs upfront - apart of GCHQ g '

e  Be able to review the assessment T y Arcapum

*  Map to business risks at the time of procurement 3 DIMENSIONAL

»  Create an Excel version as MVP prior to software version with o) INSSRANGELTD aL—[ngmQ
automation cremer T i

i L 3LUSSKYT=C THALES wce

To be incorporated in the framework ARUP - P

* Create Assessment principles ,-r

 Create flow diagrams SIEMENS © B -.-M-’\ :LXS
Get Market endorsement through SR-CAT board’s governance DMU CONNE!T:;D, o

To be incorporated in the software based solution thycotic ‘ l gﬁgﬁg'ﬂhﬂyﬁﬂﬁ wromMaTioN

* Delta Assessment 7/ ] v .

*  Flag conflicting information carAPULT ZZNZIC® GREATER bSI.

e Measure Impact Fomiree B 3 AESIN k&fﬂig&l}l
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Benefits

City Authority officer

e Smart city authorities
empowered to procure
resilient services

* Potentially saves upto
US$250k per incident

» Effective cyber resilience
risk assessment method
for business risks

e Expand the framework for
cyber security risks

Standards,
Frameworks

Service continuity, Reduced
national security risks

Build standards & regulations

Improved capability maturity

* Claim cyber resilient
products and services

* Prioritise investment

loT suppliers * Improved market
OT/lloT service providers penetration

SR-"} 02/10/2020 .9-' ) 28




SR-CAT Operationalisation Roadmap

Tool with full
functionalities

Software based Tool
(core functionalities)

Excel based Tool

Extend to the
market

Extend to multiple
London Boroughs

Pilot
Beta Testing
MVP
Market
Validation
Aug 2020 Jan 2021 May 2021 Aug 2021
SR-"
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Key Messages

] 2

We can provide a cyber- We can provide an We can work with you to
resilience assurance assessment tool to review accelerate your journey by
framework within supplier capabilities against building resilience and
procurement based on procurement requirements minimizing operational and
international standards liability risks

Contributions by: Derek Tam, David Ryder and Marco Franken
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6. Questions and Next-step

T e

e P

Introduction to Cyber Security Risk NS.&eﬁ:e}‘t 02/10/2020 SF 31
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About Skills-Formation Ltd

Who are we?

We are specialists in Smart Services Cyber Resilience for connected devices. We aim to enable the transformation of
skills and capabilities to build resilient cities of the future. Our Mission is to Lead the way for global cyber resilience
of connected smart services

What do we provide? .
We are the creators of Service Resilience - Capability Assessment Tool SR- , sanassurance framework for
10 steps to cyber resilience

Why are we Different?

Our comprehensive range of services focus on integration with existing business processes, ease of adoption and
cutting through complexity. Our unique market leading cost-effective solution will be reviewed with NCSC and is
delivered in partnership with public, private, academia and standards body. We pride ourselves on our ability to
contribute to the sustainable resilient global smart city initiatives and deliver a cutting-edge solution that meets the
real-world needs of the security of important city services for the citizens.

Www.skllls—forsRJ_n.coT 02/10/2020 $
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THANK YOU

Email: uctzshu@ucl.ac.uk
www.skills-formation.com
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